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1 GreenRADIUS Setup

Before starting, ensure GreenRADIUS is configured correctly to communicate with the local
Active Directory or LDAP domain, as well as with the validation service (either local validation
or the YubiCloud). Full instructions on setting up GreenRADIUS can be found in our Document
Library -- http://www.greenrocketsecurity.com/resources/library/.

1.1 General Configuration

1. Open the GreenRADIUS web admin interface and navigate to the Domain tab.
2. Create a new domain for importing users from Active Directory. Use the same domain name
as that of the name of the domain in Active Directory. See the image below.
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1.2 Domain Configuration

1. After creating the domain, import users from Active Directory. Assign a token to one or more
users. These tokens will be used for two-factor authentication.

2. Click on the “RADIUS Clients” tab, and enter the following details about your Cisco ASA:

a. Client IP — enter in the IP address of the Cisco ASA. If you enter an IP address that
ends with 0/24, (such as 192.168.1.0/24), GreenRADIUS will accept a request from
clients across the entire subnet on the selected port.

b. Client Secret / Confirm Client Secret — This is a symmetric shared secret between
GreenRADIUS and the RADIUS client. Please follow best practice with secure
password policies when creating this shared secret. GreenRADIUS can hold a secret
of up to 50 characters.
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3. Click the “Add” button below the fields to add the Cisco ASA to GreenRADIUS.
Once done, the details entered will appear below.

Gro irec RADIUS Clients

Add Client

The client administrator of RADIUS Service can configure its RADIUS Client IP address and shared secret for security of RADIUS messages. Please note, RADIUS
Service uses UDP port 1812 for communication.

Client IP (e.g. 192.168.1.0/24) |ciscoasa_ip_address |

Client Secret (shared encryption key) this can be maximum 32
characters and consists of alphabets, digits and special chracters |-n---nn |
except <space>, <forwardslash> and <single quote>

Confirm Client Secret

[reesnsseee |
Add
Select all_ | Invert selection.
Client IP Created Status
(1 192.168.10.110 2018-01-14 20:37:44 Lv]
Select all. | Invert selection.
e e [ Tof Ty ]

Enable Selected | Disable Sel
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2 Cisco AAA Server Configuration

Before starting, ensure that network interfaces and client profiles are configured correctly.

1. Login to the Cisco ASDM for ASA.

Open the “Configuration” tab and select “Remote Access VPN”.

3. Locate “AAA/Local Users” and select “AAA Server Groups”. Click the top right Add button to
create a new “GreenRADIUS” RADIUS server group:

N

m Cisco ASDM 7.9(1) for ASA - 192.168.48.110 — O *
File View Tools Wizards Window Help [Type topic to search | 6o el
[ [ [
@ Home @ Configuration Monitoring g Save G Refresh ‘ o Back e Forward ? Help ‘ CISCO
vt | Bonas | | Confiurstion’> Remote Access VPW> AMALocalsers > MASemesGeonps O
Device Li =l 4
| L= =i | AAA Server Groups
% Add [ Delete 8 Connect
Server Group Protocol Accounting Mode  Reactivation Mode  Dead Time  Max Failed Attempts  Realm Id Add
Find: £ AD_SRV_GRP LDAP Depletion 10 3 101 =
""" L%]192.168.48 GreenRADIUS RADIUS Single Depletion 10 3 100
oo oon
[ Add AAA Server Group *
s o
B - — protco
Resini:
Accounting Mode: Simultaneous Single
Clientless S5L VPN Access iz o O
AAAfLocal Users Reactivation Mode: (@) Depletion () Timed
FEMAA oups
g LDAP Attribute Map - Dead Time: El minutes
MDM Proxy |
Max Failed Attempts: | 3
-] Local Users
E]---& Secure Desktop Manager Servd [ Enable interim accounting update
[+-[Z3 Certificate Management —
..... @ Language Localization Sery Update Interval: Hours Add
28 | pad Balandng -
----- fi' DHCP Server [ Enable Active Directory Agent made
""" 3 ons =N
|:|... Advanced ISE Policy Enforcement
[ Enable dynamic autharization
Dynamic Authorization Port: 1700
[] Use authorization only mode (no common password configuration required)
VPN3K Compatibility Option ¥
e osem [ [© © [Jveuhcae |
), oevee taragenent DAmbuteMap Y
» | Apply || Reset |
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4. Select the new “GreenRADIUS” AAA Server Group and click the bottom right Add button. This
will open the AAA Server window:

By Cisco ASDM 7.9(1) for ASA - 192.168.48.110 — [} ®
File View Tools Wizards Window Help [Type topic to search | co il
L) L) L)
@ Home @ Configuration Monitoring Q Save G Refresh ‘ o Back e Forward ? Help ‘ CIsCO
v ot | pna | | Confurstion’> Remote Access VPN > AALocalUsers > ApA servrGrows O
ice List =]} *
= | AAA Server Groups
% add [ Delete ¥ Connect
Server Group Protocol Accounting Mode  Reactivation Mode  Dead Time  Max Failed Attempts ~ Realm Id Add
ir AD_SRV_GRP LDAP Depletion 10 3 101
------ 192168.48.110 e O R N
LocaL | (53 Add AAA Server *
Server Group: GreenRADIUS
itecace e
Server Name or IP Address: | 192, 168.10.81
Timeout: EI seconds
RADIUS Parameters
VPN o o IR USRa e =
Server Authentication Port: 1812
----- Introduction & Entication For | |
-l Network (Client) Access Server Accounting Port: |1812 |
[#- {1 Clientless S5L VPN Access -
E-gh AAA/Local Users Retry Interval: |10 v
g AAA Server Groups Server Secret Key: |uuuuu |
£ig LDAP Attribute Map
- £36 MDM Proxy F‘"d-[ Common Password: | | |
""" Local Users ACL Netmask Convert: | Standard v
[]---& Secure Desktop Manager Servers)
[#-[EY Certificate Management I Microsoft CHAPv2 Capable: |:|| o
----- Language Localization Server I—I
B Tty i
----- ﬁ DHCP Server { Message Table &
Message Mame Message Text
ready-for-sys-pin ACCEPT A SYSTEM GEMERATE... »
next-code Enter Next PASSCODE
next-ccode-and-reauth new PIN with the next card code
new-pin-req Enter your new Alpha-Mumeri...
new-pin-sup Flease remember your new PIN
new-pin-reenter Reenter PIN:
new-pin-sys-ok New PIN Accepted
new-pin-meth Do you want to enter your ow... ¥
{Double-dick in a text cell to make changes.)
| Restore default message texts |
-------- [ ][ e ][ b |
|F|nd:| |@ (@) [QMatch Case |
5 [ — DamwbueMap Y
» | Apply | | Reset |

Server Name or IP Address: greenradius_ip_or_fqdn
Server Authentication Port: 1812
Server Accounting Port: 1812

Server Secret Key: Client Secret provided in the RADIUS Clients tab on the GreenRADIUS web
admin interface (from Step 1.2.2 above).

Microsoft CHAPv2 Capable: Unchecked
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5. Click OK. Choose “Test” to verify the above configuration:

Servers in the Selected Growp
Sarver tarne or I Adrem  Interface Tz [
| Em
[ Deete
(L) Test AAA Server - 182168 10,81 x Wikl
To test e followng AAA server, enier & usamane and
oo | e D
s S
Hest: 102168, 10.81
O Authonzason (@) Authenticagon
Uhemane: iserigcemalab |
Pasenarnd: [
Password + OTP
I R
Fed 50 OMeehcee

6. Select “Authentication”. Enter the test user’s username and password and append the token’s
OTP to the password in the Password field, then press “OK”.

(5 Information *

O Authentication test to host 192. 168, 10.81 is successful.

I
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3 Cisco Network Client Access Configuration

1. Locate “Network (Client) Access” on Remote Access VPN and select your “Connection
Profile”.

2. Under Authentication, choose Method: AAA and AAA Server Group: GreenRADIUS, then
IKOK”'
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o 8 Edit ArmyConneet Cannection Profile dema_vpn *
Access ntertaces -4 - =
e
£ e Comn Avpcormct NI "‘"J‘“
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Intertoce v
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3. We have successfully configured your Cisco ASA Remote Access VPN with GreenRADIUS.
Now, just connect from a client machine by appending the token’s OTP to the password.

@ Cisco AnyConnect | ciscoasa (|Psec) IPvd >

ﬁ Please enter your username and password.

Group: | demo_vpn ~ |

|Isername: | user l@dema. lab |

Password: |

Password + OTP

ook cnl
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