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PROGRAMMING YUBIKEYS IN OATH HOTP MODE FOR

GREENRADIUS

1. INTRODUCTION

This document will show you how to program YubiKeys in OATH HOTP mode so OTPs are 18
characters instead of the default of 44 characters.

2. PREREQUISITES

3. PROGRAMMING THE YUBIKEYS

Have all YubiKeys that you want programmed with you

1. Open the Yubico Personalization Tool

2. Select the Settings menu

Download and install the Yubico Personalization Tool v3.1.25 (linked here)

“ H « ” H
a. Check the “Use and enforce customer prefix”, and enter “ubgr” in the ModHex field.
b. select PSKC format under Log configuration output
) YubiKey Personalization Tool I =] |
Yubico OTP  OATH-HOTP  Static Password Challenge-Response Settings About
No YubiKey inserted
Decimal ModHex Hex
se and enforce customer prefix  [57592 [ubar [e15c
p
~Output Format Gl
Tab | Public 1D Tab | fo1 Tab | Enter
Progr ing status:
[ Output Speed T| @
Qutput Character Rate Standard - Firmware Version:
N/A
[ Add a short delay before sending OTP part [~ Add a shert delay after sending OTP part erial Number
~Serial # Visibility Slallc @ Dec:  N/A
¥ Button at startup (2.2+) l' Enable manual update using the button (2.0+) Hex: N/A
™ USB descriptor (2.24/3.2+) Modhes: N/A
¥ API call (2.2+/3.0+) - Features Supported —
I Use numeric keypad for digits (2.3+)
- Yubico OTP N/A
ate
L7 I Use fast trigaering if only slot 1 is programmed (2.3+) 2 Configurations WA
v Enable updating of Yubikey configuration (2.3+/3.0+) ™ Invert led behaviour (2.4+/3.1+) OATH-HOTP N/A
N Static Password N/A
I Scan Code Mode  N/A
¥ Log configuration output [pskcformar =] | [ @ Challenge-Response N/A
— J Updatable N/A
Ndef N/A

Actions

Settings are saved automatically

Restore Defaults

’7'_ Enahble configuration export and import (experimental)

Update is available for YubiKey 2.3 and later

Update Settings...

LUniversal 2nd Factor N/A]
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3. Select the OATH-HOTP menu, and click on Advanced

¥ YubiKey Perzonalization Teol

Yubico OTP IOATH-HOTPI Static Pas

sword Challenge Response

About Exit

Program

Quick
Quickly program a Yubiey in OATH-HOTP mode

Allows you to program one or mora Yubikeys in OATH-HOTS mode with greater control over the configuration values

in OATH-HOTP mode

4. You will see a screen as shown below:

a. Select Configuration Slot 1

YubiKey 1s inserted

Programming status:
Slat 1 and 2 configured
Firmware Version:

2.4.0
Serial Number

b. Select Program Multiple YubiKeys
c. Select Automatically program YubiKeys when inserted
d. Under Parameter Generation Scheme, select Increment ldentities; Randomize Secret
e. Under OATH-HOTP Parameters select All Modhex
B Vbt wnalization Tar —
Yubico OTP  OATH-HOTP  Static Password  Challenge-Response  Settings ools  About Exit
Yubikey iz inserted
Program in OATH-HOTP mode - Advanced
Configuration Slot
S Libg it to be programmed
[® comoumtion siet 1 | e @
I Program Multiple YubiKeys Configuration Protection (6 bytes Hax) ]
[ autsmatically program Yubikays when insartad Yubikey(s) unprotected - Keep it that way -
. cu ' A Cod Frogramming status:
Farametar Genaration Scheme ﬁ Z:‘: S:cr’liz:l.sliurn b:r Slot 1 and 2 configured
Increment [demtities; Randomize Secret = Mew Access Code Firmware Version:
use Serial Num bar 4.3.7
DATH-HOTP Parameters Sarial Numbar
Bl CATH Taken tdentifier (5 bytes) Al Modhex M | 7] Dec: 8533038 []
CMP (1] + TT (1] + MU [4) IF l;_ ez e dr Generate MUI Hex: 653336 o
HOTF Langth ® & Digits () & Digits 7] Modhas: haeleh |
Mouing Factor Seed Randomize | |343524 (7} Features Supported
Secret K=y (20 bytes Hex) ac =ma do Of 5c =1 &0 oc 5k fa 14 78 35 af 50 45 20 4F = l Generate [T} vubico OTP ")
2 Conhiguretions w
Actions OATH-HOTF o
Press Write Corfiguration button to program your YubikKey's salectad configuration slot Static Password o
Write Configuration Stop Resel Back Sean Cede Made
Challenge-Rasponza  «
Resulls Updatable *
- - - Nd=f ]
£ OATH Token [dentifiar Status  Timestamp Univarsal 2nd Fackor
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5. Set HOTP Length as 6 digits, Moving Factor Seed as “Randomize”, and click on Generate to
create a random Secret Key.

Yubico OTP DOATH-HOTP Static Password Challenge-Response About

YiibhiKay ks inserlai

Configuration Slot

Zalect the configuration slot to be programma

@ Configumtion Slat 1 () Configuration Slet 2
[ Program Multiple Yubikeys Configuration Protection (6 ytes Hex)
[ Autornatically program Yubikeys when insesrt=d Yubikey(s) unprotactad - Keap it that way -
_ o Programming stabus:
Generation Sc Currmnt Access Code
Farameter Generstion Scheme 'E = et Slot 1 and 2 corfigured
Increment ldentities; Randomize Secret & MNaw Accass Code Firmware Version:
Use Serial Number 437
OATH-HOTF Parameters Saerial Numbear
kA OlTH Tokeen l1dentfier [6 bytes) &l rModhes - [1) Dec: 6634038 i:|
OMP (1] + TT + MUT [£) ub ar er ox ch dr Generate FMUT Hesp  G53&35 D
HOTE Langth (7] 8 Digits (7] Modha: hgeleh 0
Mowing Factor Saed 343824 £ Faatures Suppsrhad
Secrst Key {20 bybes Hex] sces do OF Sc el el =c 3b fa 14 78 35 af 5045 20 df fa & enarate L7 vubice OTF F
1 Configumtions
Actions CATH-HOTP W
Press Write Configuration button to program your Yubikay's s | corfiguration slot Static Pasaword ¥
= C o .
Write Configuration Stop Resat Back Scan Cods Mode ¥
Challeng=-Rezponss
Results Updatabl= *
- - Ho=f "
= OATH Token ldentifier  Status  Timestamp .

Uriversal 2rd Factor

6. Insert the first YubiKey and click on Write Configuration. Name the output file to be created and
save it somewhere. This file will contain the new secrets of the programmed YubiKeys. Please
keep it in a secure place until it is uploaded into GreenRADIUS.

7. The already inserted YubiKey will be programmed, and you will see a success message. Remove
the YubiKey.

8. Without exiting the tool, insert the next YubiKey. Wait for the tool to program the inserted
YubiKey (you will see a success message), then remove it. Continue to insert, have YubiKey
programmed, then remove for the rest of your YubiKeys.

9. After all YubiKeys are programmed, click on Stop, and close the tool.

4. IMPORTING THE NEW SECRETS FILE INTO GREENRADIUS

1. Openanew browser tab and navigate to the GreenRADIUS web admin console.

2. Make sure the validation server is set to “Local Validation Server on GreenRADIUS”. You can set
this under the Global Configuration tab, Validation Server.
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Also in the Global Configuration tab, in the General settings, set the “YubiKey (OATH-HOTP
Mode) Configuration — OTP Length” to 6, then click the Save button.

Go to the Import Secrets tab.

Select “Import OATH Tokens (PSKC Container)”. Then click on “Browse...”.

Select the new secrets file.

Click on Upload. Do not navigate away from the page. Wait for a success message to appear.

After the upload is complete, you can see the newly imported tokens in the List Tokens tab.
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